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Abstract

Millions of people use social networks like Facebook, MySpace, Twitter, and LinkedIn. The popularity of social networking sites is undeniable in today's world. Many users of the social networking sites create profiles, upload their photographs and communicate with friends and family. The main advantage of social networking sites is that they enable the users to connect with each other. However it is also true that social networking sites make people waste a lot of time, makes the children vulnerable to criminals and help spread false rumors thereby damaging someone's reputation and result in cyber bullying. In this research paper I will discuss the advantages and disadvantages of social networking sites and how it affects the lives of millions of people around the world. 

Social networking websites is not just for friends and fun. Social networking websites have practical business applications. Social networking sites help recruiters find suitable candidates for jobs. People also use social networking sites to find jobs by getting information about a company from friends and families. Social networking sites empower women. Women are the majority user in most social networking sites. Many business women share their knowledge and communicate with their peers using social networking sites. ( Moorhouse & Backer, 2012)

Social networking sites benefit the economy (Nathan, 2011). New jobs are created to run the social networking websites. Social networking websites earn billions of dollars. Facebook earned, (Crum, 2012) Twitter earned this amount of money. Products and services are advertised on social networking sites which increase the sales of many businesses thereby improving the global economy.  (Hardy, 2012)

Many businesses can get instant feedback of their products and services by analyzing the feedbacks and ratings left by social networking site users. This data can be used as a source of intelligence for business to develop and improve their products and services. (Mullaney, 2012)

Consumers check out the feedback and ratings left by other users on social networking sites before they make purchasing decisions. This enables consumers to avoid bad products and services. This also enables the companies to gain insight into their weak points and improve their reputation by delivering better products and services. (Mullaney, 2012)

Business people check out the online profiles of individuals before they meet them face to face. Professionals learn more about each other through websites like LinkedIn and Facebook before they meet them face to face. (Morgan, 2012)

Social networking websites also help people improve their health. The increased social interaction on social networking sites make people happier and improve their life satisfaction. (Jayson, 2009) Many people communicate with each other to achieve common goals like weight loss, exercise, and dieting, smoking cessation. Social networking sites also enable people to share useful health information. WHO example and Boston H1N1 (Tucker, 2011) example type here. (“Mixed Uptake of Social Media” , 2011)

Social networking sites enable shy people communicate better online. People who do not talk too much in real life can communicate more openly on social networking sites. (Backer & Oswald, 2010 ) Many topics that are considered taboo or social stigmas are openly discussed online on social networking websites thereby enabling people to overcome their shyness about HIV, Gay, and Lesbian and Transgender issues. (“Stamp Out”, 2012)

Social networking sites enable political change. People who are active on social networking websites are more likely to vote, because they discuss about candidates online. (Bond, Farris, Jones & Kramer , 2012)

 Social networking sites can be used to overthrow bad government as it was done in Egypt by overthrowing President Mubarak. (Schaar, 2011) The Occupy Wall Street movement was organized largely using social networking websites to express the anger against the 1% of rich people controlling majority of world’s wealth. (Wasserman, 2011) Social networking sites can also be used to create social change by fighting bullies. For example. Social networking sites can be used to motivate people to donate to charities and improve the community. 

Crowdsourcing is a new phenomenon where a large number of people donate or raise money for charities and starting a new business startup. This is good for the economy of the communities worldwide.  (Jesdanun, 2012) 

Social networks enable people to learn better by improving the educational experience. Academics can collaborate on social networking sites to share data about their research with each other (“Get Noticed”, 2012)

. Teachers can collaborate with other teachers to develop new curriculum. (Childers, 2011) Students collaborate with other students on doing group homework assignments and projects. (“Creating and Connecting”,2007) College recruiters reach out to potential students on social networking sites by developing social networking applications and Facebook pages. (“Kaplan Test Prep” , 2012)

Social networking websites improve relationship among people. People can connect with friends and families on social networks. People improve their current relationships by knowing more about their friends and colleagues. (“Social Media”, 2012)

 Social networking sites enable people to stay in touch with long distant friends and relatives. Senior citizens use social networking websites to learn more about their grandchildren by seeing their photos online. (“Move Over Youngsters”, 2011) Social networking websites enable people to find their future spouse and enable people of opposite gender to date each other online and ultimately get married. 

Law enforcement use trackers on social networking websites to find criminals who brag about their crimes by searching for specific keywords. ( Evon, 2012) Criminals are often found when users tag each other’s photos on social networking sites. For example the BOSTON marathon bomber was identified on social networking websites after FBI posted the photos on their websites. ( Evon, 2012)

Social networking websites also is helpful in disasters and mass shootings. For example in the Aurora CO shooting people knew the crime even before news media could reach the scene (Sutter,2012)  Red Cross encouraged people to use social networking websites to let friends and family know they are safe. (Hughes & Pesce, 2012)

Disadvantages of Social Networking sites

Social networking sites spread wrong health information. Many people post and share health information online that cannot be trusted. Other people’s opinions can be misleading and can damage one’s health if any action is taken based on these wrong information. (Garber, 2012)

When a person have too many relationship their life becomes stressful because they have to communicate with so many people and small things can damage their reputation online. This makes life stressful for many people.  (Gutierrez, 2012)

False rumor spreads fast on social networking websites. (Marino, 2012)

 Rumors related to celebrities spread fast online. For example rumor like “Justin Beiber stabbed” was shared among many social networking website users. 

Social networking sites eliminate the need to meet face to face and can result in isolation of the individuals. (“Special Report”, 2012)

When students use social networking sites too much, it affects their grades. Being overactive on social networking sites is a distraction and is correlated with lower grades.

Social networking sites enable students to cheat by sharing information they are not supposed to share with other students. (McCullagh, 2012)

Social networking sites are a waste of time and can lower productivity. (Dolliver, 2010) If an organization of 50 people use only 30 minutes a day on social networks, it can result in a 6500 hours of lost productivity for the organization. Many employers block social networking websites on the corporate networks for this reason. (“Social Networking at Work”, 2011)

Posting photos, videos or information that is embarrassing can damage one’s reputation online. Many recruiters and college admission officers check out the social networking sites to filter prospective candidates so users need to be careful about what they post online. (“2012 Social Job”, 2012)

Many people think that social networking sites are safe for sharing private information. But it is not a safe place to sharing private information because once information is posted online it becomes recorded and remains stored on the servers even when the user deletes the information. Government and corporations can access information on social networking sites, therefore social networking sites lack privacy. Advertisers collect data about people by tracking the activity of each user on social networking websites so they can sell more things to the people. This is an invasion of privacy and many people are angry about this issue. (“Facebook & Your Privacy”, 2012)

Criminals use social networking websites to get information about their victims. Identity thieves can collect a lot of information about their victims using social networking websites. Home robbers and online stalkers can find out the location of their victims by collecting data from the location tagging feature of social networking sites. This endangers military employee and journalists who are targets of criminals. (“Social Media Roundup”, 2012)  Children and adults can be victim of cyberbullying when using social networking websites. Teenagers often use social networking sites to share explicit photos which can result in sexting charges if the user is underage. (Gifford, 2012)  People share copyrighted content like music and movies which can result in copyright infringement and less revenue for the intellectual property owners. (West, 2012)

 Hackers use social networking sites to spread virus and other malicious software because users often click on links from their trusted friends without thinking about the dangers of security issues.  (Waugh, 2012)


People use social networking websites to be a part of a group and to have social influence. Using social networking sites to share information and photo is entertaining to most users. But this oversharing can expose users to criminals and cyber bullies who take advantage of the openness of the communication medium. (“Why Social Networking”, 2013) Children are exposed to online predators who want to molest them in real life. Real crime can make an active social networking site user an easy victim. (“Cyber bullying”, 2013)


Cyber bullying occurs when someone is bullied over the electronic medium like social networking sites, web chat and texting. This can happen to both adults and children anytime 24 hours a day, 7 days a week. People who are bullied online are also bullied in real life. Cyber bullies post harassing images and messages anonymously which are sometimes impossible to trace. The victims of cyber bullying use alcohol and drugs to cope with the pain of cyber bullying. Many skip schools, get poor grades, and develop low self-esteem which can ultimately lead to development of physical and mental health problems like clinical depression and suicidal attitude among its victims. The most dangerous thing about cyber bullying is that it is not a game; people who are bullied online are most likely bullied in real life causing physical violence and victimization. (“Cyber bullying”, 2013)


It is important to report cyber bullies to law enforcement when anyone threatens violence, stalks the individual and promote hate crime (Johnson, 2012)  against the victim or sends explicit pornographic images and messages to stalk someone. (Topping, 2012) ve While it is impossible to prevent cyber bullying, setting profiles private can somehow protect individuals from cyber bullies. Reporting the profile of the cyber bully is also an effective way to decrease instances of cyber bullying. (“Cyber bullying”, 2013)


Online predators are adults who often pose as children to form unacceptable forms of relationships with children and under age teenagers. Children are exposed to online predators when they are active on social networking websites and chat rooms. The online predator pose as children and persuade the victim to expose themselves on webcam or send explicit photos to initiate friendship, but later the children discover that the predator is an adult. (“A Parent’s Guide”, 2005)


It is important to protect children from online predators. Parents should educate children about the dangers of online communication in social networking websites. It is wise to install web monitoring software in the kids’ computers to track what they do online. It is important to let them know that it is not right to give strangers their home address or phone number. Parents should be suspicious if their children receive gifts from strangers, quickly turn off the monitor or spend a large amount of time chatting with strangers on social networking websites. It is wise to keep the computers in the common area- not in the bedroom so the children and teenagers can be monitored. It is also important to monitor the children’s smart phones because most social networking websites have mobile capabilities. (“A Parent’s Guide”, 2005)


Social networking websites contain a huge amount of personal information about individuals. Scammers can use social engineering techniques to hack into someone’s bank account just by using social networking sites. Many criminals use funny online quizzes to gather data about their victims, and then use those data to crack the passwords by knowing the secret questions that are used to authenticate user accounts. (Snow,2010)

Criminals also shares funny videos or images that have embedded phishing links that direct the user to malicious websites which can trigger malicious codes or Trojan horses to be downloaded automatically to victim’s computer. When the criminal gain access to the victim’s computer they can use the computers as botnets to launch denial of service attacks, or install remote key loggers to gain access to bank accounts, credit card information and email addresses resulting in identity theft and fraudulent credit card charges. (Waugh, 2012)

 There are forums in the cyber underground where criminals buy and sell personal information of users they victimize on social networking websites. That’s why it is important to be careful when clicking on links, images or videos that are shared from friends and families online. It is also important to call the friend or relative if they tell that they are stranded and request money for some reason. (Snow,2010)

 Because many scammers pose as the friends or relatives of the victim and request money by social engineering that they are stranded in remote locations.  It is important to see the browser address bar when clicking on website links to make sure that someone is visiting the legitimate website shared on social networking sites to avoid phishing attacks. (Snow,2010)
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